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INFORMATION DELIVERY IN A MULTI-STREAM 
DIGITAL BROADCASTING SYSTEM 

Field of the Invention 

The present invention relates generally to digital audio broadcasting (DAB) and other types 
of digital communication systems, and more particularly to techniques for delivering information 
to users over a DAB system or other type of communication system. 

Background of the Invention 

Existing electronic commerce applications allow users to make purchases of various types 
of information-related products over computer networks such as the Internet. For example, a user 
can typically purchase a software package over the Internet by accessing a corresponding web site, 
providing the necessary payment information, e.g., a valid credit card number, and downloading the 
software from the site. In such applications, the software may be transmitted to the user in an at least 
partially-encrypted format, so as to prevent unauthorized distribution and use of the software. An 
authorized user is then subsequently provided with a decryption "key" which allows the software 
to be decrypted and used. Similar techniques may be used to purchase and download music or other 
audio information, e.g., "singles," compilations such as compact disks (CDs), live broadcasts, 
interviews, talking books, etc. over the Internet. A well-known conventional format for 
downloadable audio information of this type is the MPEG-1 Level 3 Digital Audio Standard, also 
referred to as MP3. 

A significant problem with the above-noted conventional techniques as applied to the transfer 
of music or other audio information to authorized users is that it can often take an unduly long 
amount of time to download such information over existing networks. Moreover, the music is in 
many cases already delivered repeatedly to the same users over other channels, e.g., through 
broadcast air waves. 

For example, proposed systems for providing digital audio broadcasting (DAB) in the FM 
radio band are expected to provide near CD-quality audio, data services, and more robust coverage 
than existing analog FM transmissions. However, until such time as a transition to all-digital DAB 
can be achieved, many broadcasters are expected to utilize an intermediate solution in which the 
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analog and digital signals can be transmitted simultaneously within the same licensed band. Such 
systems are typically referred to as in-band on-channel (IBOC) DAB systems, and are being 
developed for both the FM and AM radio bands. In order to prevent significant distortion in 
conventional analog FM receivers, the digital signal in a typical FM-IBOC DAB system is, e.g., 
transmitted in two sidebands, one on either side of the analog FM host signal 

Despite the above-noted advances in the development of DAB systems for the delivery of 
CD-quality audio, a given user that may have already listened to a given piece of music several 
times, e.g., using an FM receiver, is nonetheless required to go through the process of downloading 
the entire piece over the Internet in order to purchase that piece of music. A need therefore exists 
for a more efficient process of delivering purchased music and other types of information to 
authorized users. 

Summary of the Invention 

The present invention provides methods and apparatus for delivering and receiving 
information in digital audio broadcasting (DAB) and other communication system applications. In 
an illustrative embodiment, audio information is delivered to a user via a multi-stream in-band on- 
channel (EBOC) DAB system in a partially-encrypted form. The information is encoded and 
separated into multiple bitstreams, at least a subset of which are left unencrypted. The multiple 
bitstreams may correspond, e.g., to subbands of at least first and second digital sidebands of a host 
carrier signal in an FM-IBOC DAB system. Both the encrypted and unencrypted bitstreams are 
received and stored by the user in a disk, memory card, cartridge or other storage device. For a 
limited period of time, the user may be permitted to access the information at a first quality level, 
e.g., to listen to and/or record the information at an FM-quality level, without having the 
corresponding decryption key, by utilizing only the unencrypted bitstreams. 

In order to access the information at a second, higher quality level, e.g., to listen to and/or 
record the information at a CD-quality level, a user purchases a decryption key for the information 
from, e.g., an electronic-commerce web site. The key may be downloaded from the site to an 
information processing device of the user, and may be utilized to decrypt the encrypted bitstreams, 
such that by utilizing all of the transmitted bitstreams the user is provided with access to the 
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information at the higher quality level. The decryption key may be supplied via a variety of other 
techniques, e.g., with the transmitted bitstreams in an auxiliary or ancillary data channel, or via a 
physical device which plugs into a receiver. 

In accordance with another aspect of the invention, the above-noted storage device may be 
adaptable for insertion into both a receiver which receives the multiple bitstreams, and a computer 
or other information processing device which accesses the web site to obtain the decryption key. 
In this manner, a user can download the information as transmitted via the DAB system to the 
storage device, and subsequently use the information processing device to obtain the key. 

Advantageously, a system configured in accordance with the invention avoids unnecessary 
downloading of information already transmitted via broadcast airwaves, while also ensuring that 
copyright owners and service providers receive appropriate payments. The invention can be applied 
to other types of digital information, including, e.g., data, video and image information. In addition, 
the invention may be implemented in numerous applications other than IBOC DAB systems, such 
as Internet and satellite broadcasting systems, systems for simultaneous delivery of audio and data, 
etc. 

Brief Description of the Drawings 

FIG. 1 illustrates the operation of an exemplary FM in-band on-channel (FM-IBOC) digital 
audio broadcasting (DAB) system in which the invention may be implemented. 

FIG. 2 is a flow diagram of an exemplary audio information transmission technique in 
accordance with the invention. 

FIGS. 3 and 4 show illustrative embodiments of transmitters for implementing the FIG. 2 
audio information transmission in accordance with the invention. 

FIG. 5 shows an illustrative embodiment of a receiver for use in receiving audio information 
in accordance with the invention. 

FIG. 6 illustrates the manner in which a decryption key for use in decrypting received audio 
information is obtained over the Internet in accordance with the invention. 

FIG. 7 illustrates the manner in which audio information obtained through a DAB system 
may be played back in accordance with the invention. 



W.M. Norr 1 

Detailed Description of the Invention 

FIG. 1 illustrates the operation of an exemplary FM in-band on-channel (FM-EBOC) digital 
audio broadcasting (DAB) system in which the invention may be implemented. The portion of the 
spectrum shown includes an analog host FM signal 100 with associated lower digital sideband 102 
and upper digital sideband 104. The sidebands represent portions of the frequency spectrum used 
to transmit digital audio information in the FM-IBOC DAB system. As will be described in greater 
detail below, the system in the illustrative embodiment uses an overall digital audio source coder rate 
of 128 kbits per second, multidescriptive coding with two-level unequal error protection (UEP), a 
rate 1/2 convolutional code as an inner channel code, a cyclic redundancy code (CRC) as an outer 
channel code, and differential quadrature phase shift keyed (DQPSK)/orthogonal frequency division 
multiplexed (OFDM) modulation. 

In the exemplary FM-IBOC DAB system of FIG. 1, an audio signal is first encoded using 
a multidescriptive coding technique to produce two streams S t and S 2 at 64 kbits per second each. 
The streams S x and S 2 are transmitted on host FM signal 100 as sidebands 102 and 1 04, respectively. 
The transmission of multidescriptive streams S x and S 2 in different frequency bands provides both 
information diversity and frequency diversity. 

The two streams S x and S 2 are then each divided into two classes, class I and class II, using 
a bit stream classifier. Class I bits represent the more important audio bits, and may be provided 
with a higher level of error protection, e.g., by associating them with innermost subband A, i.e., the 
subband which is less susceptible to first adjacent channel interference. Class II bits, which have 
been determined to be of lesser importance to reconstructed audio quality than the class I bits, are 
provided with a lower level of error protection by associating them with the outermost subband B. 
Performance gains are obtained from this type of frequency division UEP by exploiting interference 
variations across the sidebands. Other UEP techniques, e.g., providing a higher transmission power 
level for the A subbands than for the B subbands, may also be used. 

The subbands A and B of each digital sideband 102 and 104 are encoded for transmission 
using the above-noted rate 1/2 convolutional inner code and CRC outer code. This arrangement 
results in a total of four different bitstreams 105-1, 105-2, 105-3 and 105-4. 
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FIG. 1 also shows a portion of a receiver 110 for decoding the multiple bitstreams of the 
exemplary FM-IBOC DAB system. The receiver includes rate 1/2 Viterbi decoders 1 12, 1 14 and 
CRC decoders 132, 134 for use in decoding the respective inner and outer code for stream S 1? and 
rate 1/2 Viterbi decoders 122, 124 and CRC decoders 142, 144 for use in decoding the respective 
5 inner code and outer code for stream S 2 . 

More particularly, in this four-stream implementation, bitstream 105-1 associated with 
subbandB of sideband 102 is decoded in Viterbi decoder 112 and CRC decoder 132, bitstream 105- 
2 associated with subband A of sideband 102 is decoded in Viterbi decoder 114 and CRC decoder 
134, bitstream 105-3 associated with subband B of sideband 104 is decoded in Viterbi decoder 122 
10 and CRC decoder 142, and bitstream 105-4 associated with subband A of sideband 104 is decoded 
in Viterbi decoder 124 and CRC decoder 144. The outputs of the CRC decoders 132, 134, 142 and 
m 144 are applied to a PAC decoder 150, which generates reconstructed audio output signals for 
l il application to speakers 1 52, 154. It should be noted that the exemplary systems illustrated in FIG. 
S J5 1 may be configured to introduce delay between the various multiple bit streams, in order to provide 
additional time diversity. 

W In the FIG. 1 system, all four of the bitstreams 105-1, 105-2, 105-3 and 105-4 are generally 

0 required in order to reproduce CD-quality audio. In other words, all four of these streams must be 

received and decoded in order to reconstruct a transmitted audio signal with CD-quality fidelity, i.e., 
C3 a bandwidth of about 19 kHz and a dynamic range of about 96 dB. Any two of the four bitstreams 
.HO can be used to reproduce FM-quality audio, which has a significantly lower bandwidth and dynamic 

range than CD-quality audio, i.e., a bandwidth of about 13 kHz and a dynamic range of about 65 to 

70 dB. 

FIG. 2 is a flow diagram of an exemplary audio information transmission technique which 
may be implemented in the above-described FM-IBOC DAB system. This technique is particularly 
25 well suited for use in applications in which it is desirable to deliver a piece of music or other type 
of audio information without charge to a user at a particular quality level, e.g., FM-quality audio, 
while requiring the user to pay an additional fee for receiving the audio information at a higher 
quality level, e.g., CD-quality level. 
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In step 160 of FIG. 2, a designated analog audio signal is encoded using PAC encoding 
techniques, such as those described in, e.g., D. Sinha, J.D. Johnston, S. Dorward and S.R. 
Quackenbush, "The Perceptual Audio Coder," in Digital Audio, Section 42, pp. 42- 1 to 42- 1 8, CRC 
Press, 1 998, which is incorporated by reference herein. The analog audio signal may correspond to, 
e.g., a particular song or other piece of music to be broadcast by the system and made available to 
users at an FM-quality level without additional charge. In step 162, an encryption key is obtained 
for the encoded analog audio signal. The encoded audio is then arranged into M packets, as 
indicated in step 1 64. In step 1 66, a designated number M-K of the packets are encrypted using the 
encryption key, while the remaining K packets remain unencrypted. The K unencrypted packets are 
placed in two of the four bitstreams 105-1, 105-2, 105-3 and 105-4 for transmission to the system 
users, while the remaining M-K packets are placed in the remaining two bitstreams. 

A given user of the system receives and stores all M packets, as indicated in step 168. 
However, without access to the corresponding decryption key, the user is able to decode and utilize 
only the K unencrypted packets, and therefore can generate only an FM-quality reconstruction of the 
transmitted audio signal. In order to generate a CD-quality reconstruction of the original audio 
signal, the user must obtain the decryption key and decode the remaining M-K packets. As will be 
described in greater detail below, the user may obtain this decryption key via a network connection 
established with a server over the Internet or other computer communication network. 
Advantageously, such an arrangement allows the user to purchase CD-quality audio information that 
has been previously supplied to them over broadcast airwaves, without requiring the user to 
download the CD-quality audio from the Internet. 

FIG. 3 shows a portion of an exemplary transmitter 200 in accordance with the invention, 
configured for use in the above-described FM-IBOC DAB system. The transmitter 200 includes a 
set of standard interfaces 202, amain signal flow block 204, an intermediate frequency (IF) interface 
206, and a set of server processes 208. The transmitter 200 also includes a multi-stream encryption 
device 210. 

The standard interfaces 202 include an analog-to-digital (A/D) converter 212 for converting 
an input analog audio signal to digital form, and a protocol handler (PH) 214 which receives input 
digital audio data, and delivers control and monitor information, e.g., to other portions of the 
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transmitter or other system devices. A multi-stream PAC audio encoder 215 receives uncompressed 
digital audio from either the A/D converter 212 or the PH 214, and generates compressed audio 
bitstreams using the audio compression techniques described in the above-cited D. Sinha et al. 
reference. Although the output of the PAC encoder 215 is shown as a single line, it should be 
understood that this output corresponds to multiple parallel bitstreams, e.g., four bitstreams as 
illustrated in FIG. 1. 

The compressed audio output of the multi-stream PAC encoder 215 is applied to the multi- 
stream encryption device 210, which encrypts a portion of the PAC output using the above-described 
encryption key. In a typical arrangement, at least about one-half of the multiple bitstreams generated 
by the PAC encoder 215 will be encrypted. For example, if four streams are generated, e.g., as 
illustrated in FIG. 1, at least two of the four will be encrypted; if two streams are generated, at least 
one will be encrypted. The encryption key may be supplied to the encryption device 2 1 0 by a radio 
station or other service provider operating the transmitter 200. An auxiliary data input, not shown 
in FIG. 3, may be used for supplying the key to the encryption device 210. The encryption key may 
be periodically repeated, e.g., once per second, so that it is possible for a user to tune a receiver to 
the corresponding radio station and receive at least FM-quality audio as soon as it becomes available. 
As previously noted, the receiver will require the corresponding decryption key in order to decode 
all of the bitstreams to obtain CD-quality audio. It is preferred that the particular encryption process 
used provide a level of security comparable to that provided by conventional 128-bit encryption 
commonly utilized in electronic commerce applications, although other types of encryption could 
also be used. 

The output bitstreams from the PAC encoder 21 5 may be framed in packets that also contain 
information about the date, time, radio station or other service provider source, music selection, 
artist, etc. A portion of that data may be obtained, e.g., from a compact disk digital audio (CDDA) 
file on a corresponding CD, if applicable. As described above in conjunction with the flow diagram 
of FIG. 2, the total compressed audio information for a given piece of music or other audio 
information to be transmitted may be arranged in the form of a total of M packets distributed over 
the multiple bitstreams, with M-K of the packets encrypted, and the remaining packets left 
unencrypted. 
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The output of the multi-stream encryption device 2 1 0 is applied, along with any encoded data 
from a data encoder 216, to a channel coding block 218. The channel coding block provides 
forward error correction (FEC), e.g., using the above-noted CRC and convolutional coding. Each 
of the separate parallel bitstreams generated by the multi-stream PAC encoder 215 may be subject 
to separate CRC and convolutional coding operations. The output of the channel coding block 218 
is applied to a DQPSK/OFDM modulator 220, and then to a signal shaping block 222. The resulting 
output is processed in a digital-to-analog (D/A) converter 224 and a filter 226 in the IF interface 206, 
and then delivered to an exciter portion (not shown) of the transmitter which implements 
conventional operations such as upconversion, filtering and high-power amplification, prior to being 
transmitted over a broadcast medium. 

The service processes 208 of the transmitter 200 include global timing (GT) 230, service data 
insertion (SDI) 232, interface control (INTC) 234, sync pattern management (SPMN) 236, and signal 
flow control (SFCON) 238. Each of these elements communicates with one or more of the standard 
interfaces 202, the main signal flow block 204, and the IF interface 206. 

One or more of the service processes 208, as well as other elements of the transmitter 200, 
may be implemented at least in part using a digital signal processor, application-specific integrated 
circuit (ASIC), field-programmable gate array (FPGA) circuit, as well as portions or combinations 
of these and other processors. 

FIG. 4 shows a portion of a transmitter 250 which represents an alternative implementation 
of the transmitter 200 of FIG. 3. The transmitter 250 includes an audio processor 252, a channel 
stream processor 252, and a set of hardware 254 which implements the IF interface 206 and the 
global timing process 230. In the audio processor 252, an analog audio source is applied to A/D 
converter 212, and multiplexed with a digital audio source in a multiplexer 259. An output of the 
multiplexer 259 is applied to the above-described multi-stream PAC encoder 215, and the multi- 
stream output of the PAC encoder 215 is partially encrypted in the encryption device 210 in the 
manner previously described. The encryption device 210 in this embodiment is assumed to be part 
of the audio processor 252. The output of the encryption device is applied to an ancillary data 
combiner 262, and combined with data from an ancillary data source, if any. Different delays may 
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be applied to one or more of the multiple bitstreams in a staggered stream delay (SSD) element 264, 
in order to provide the above-noted time diversity between the bitstreams. 

The channel stream processor 252, which may be implemented in whole or in part in 
software, includes an auxiliary data combiner 266 which receives the multiple bitstreams from the 
SSD element 264. The auxiliary data combiner 266 combines the multiple streams with auxiliary 
data from an auxiliary data source and service data 272, as delivered from a data multiplexer 274 
and data encoder 276. Data encoder 276 may be, e.g., a Reed-Solomon (RS) encoder. An interface 
control element 270 interacts with the global timing process 230 to handle the transfer of control and 
monitor information between the channel stream processor 252 and, e.g., other portions of the 
transmitter or other system devices. 

The output of the auxiliary data combiner 266 is encoded in channel coding block 218, and 
the resulting bitstreams are processed through DQPSK/OFDM modulator 220 and signal shaping 
block 222. The output of the signal shaping block is then applied to the IF interface 206, which as 
previously noted includes D/A converter 224 followed by filter 226. The output of the IF interface 
206 is then delivered to the above-noted exciter portion of the transmitter for transmission over a 
broadcast medium. 

FIG. 5 shows a portion of an exemplary receiver 300 in accordance with the invention, 
configured for use in the above-described FM-IBOC DAB system. The receiver 300 includes an 
analog receiver section 302, a channel interface 304, a main signal flow block 306, a set of standard 
interfaces 308, and a set of service processes 310. The analog receiver section 302 receives an RF 
input signal from an antenna, which is not shown, and processes the RF input signal through an 
RF/IF converter 312 and an automatic gain control (AGC) amplifier 314 to generate an IF output 
signal. The IF signal is processed through an A/D converter 315 and filter 3 1 6 of channel interface 
304, and then applied to the main signal flow block 306. 

In the main signal flow block 306, the bitstreams are processed through a signal enhancement 
process (SEP), an OFDM/DQPSK demodulator 320, and one or more error correction layers 322. 
The error correction layers 322 provide the decoding of the above-noted CRC and convolutional 
codes. For example, the outputs of the error correction layers 322 may correspond to the four 
outputs of the CRC decoders 132, 134, 142 and 144 of FIG. 1. The encrypted audio portions of 

9 
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these outputs are applied to a multi-stream decryption device 325 and a multi-stream PAC audio 
decoder 326, while the data portions are applied to a data decoder 327. The output of the decryption 
device 325 is applied to a recording device 328. 

The unencrypted portions of the output of the PAC audio decoder 326 are applied directly 
5 to a D/A converter 331 and filter 332 in the standard interfaces 308. The output of the filter 332 is 
applied to a speaker 334, which generates an FM-quality audio output using the unencrypted 
portions of the PAC audio decoder output. The unencrypted portions of the PAC audio decoder 326 
are also applied, along with the outputs of the data decoder 327, to a PH 335 in the standard 
interfaces 308. The PH 335 provides a digital audio output, Internet protocol (IP) data and audio 
1 0 interfaces, and handles the transfer of control and monitor information. 

The service processes 310 of the receiver 300 include GT 340, AGC 342, automatic 
Jl frequency tracking (AFT) 344, synchronization timing (Tsync) 346, digital local loop (DLL) 348, 
]i( self-test agents (STAG) 350, service data decoder (SDD) 352, and INTC 354. Each of these 
4- elements communicates with one or more of the channel interface 304, the main signal flow block 
?$5 306, the standard interfaces 308, and the service processes 310. 

W One or more of the service processes 3 1 0, as well as other elements of the receiver 300, may 

O be implemented at least in part using a digital signal processor, an ASIC, an FPGA, as well as 
* a portions or combinations of these and other types of processors. For example, the decryption device 
! 5 325, the PAC audio decoder 326, the data decoder 327, and an interface to the recording device 328, 
So may be implemented at least in part using a DSP, while the SEP 318, OFDM/DQPSK demodulator 
320, error correction layers 322, and PH 335, may be implemented in a combination of an ASIC and 
an FPGA. More particularly, implementing the decryption device 325 and recording device interface 
as DSP code in a read-only memory (ROM) of a DSP ensures that these elements will less 
susceptible to unauthorized access after manufacture. 
25 In the receiver 300, the additional data transmitted with a particular piece of music or other 

audio information is used to uniquely identify that information by author, source, date, time, etc. 
The decryption device 325 directs the recording of the received bitstreams, along with the additional 
data, in the recording device 328. The recording device 328 may store the audio information and 
other related information, such as information regarding bit error rate, in a file-like structure on a 
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non-volatile data storage device or cartridge such as a flash memory card, PCMCIA card, ZIP disk, 
floppy disk, hard drive, etc. For example, a typical 100 Mbyte ZIP cartridge may be used to store 
approximately 100 minutes of compressed audio at 16 kbytes per second (128 kbits per second), or 
a typical 48 Mbyte flash memory cartridge may be used to store approximately 50 minutes of 
compressed audio at 16 kbytes per second. It should be emphasized that these are examples only, 
and the invention does not require any particular type of storage device. 

The recording device 328 may be part of or otherwise associated with a computer, personal 
digital assistant (PDA) or other information processing device which is separate from the receiver 
300. For example, the above-noted non- volatile storage device may be an element of a computer 
or other information processing device which communicates with the receiver via an appropriately- 
configured communication port. 

In the illustrative embodiment, pieces of music or other audio information are generally not 
automatically recorded. They are instead typically recorded as a result of an action taken by the user 
to request that a particular selection be recorded. The oldest recorded audio selection may be 
overwritten after issuance of an appropriate warning if there is not enough room in the non- volatile 
storage device to store the entire current selection. 

The received information is typically recorded in its previously-described encrypted form, 
assuming that the user has not yet obtained a corresponding decryption key. Until such time that the 
user obtains the decryption key, in the manner to be described below, a given recorded audio 
selection can only be played at an FM-quality level. When the user wants to listen to a particular 
recorded selection from the non-volatile storage device, the user can choose playback of that 
selection via an appropriate user interface, and it will be played through the receiver at the reduced 
quality level, e.g., an FM quality level, until such time as an embedded time stamp expires or the 
corresponding file is overwritten. The multi-stream PAC decoder 326 in the receiver will thus be 
capable of playing a stored audio selection, but it will perform as if only the unencrypted bitstreams 
are present, i.e., it will ignore the encrypted portions. If the user has already obtained the decryption 
key, the received information may be stored in recording device 328 in the form of fully-decrypted 
CD-quality audio selection. 
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The encrypted recording generally cannot be read by a computer or other P AC player until 
it is unlocked by purchasing and processing the corresponding decryption key. Once unlocked, the 
selection may be played by any PAC player including the receiver 300. The decryption device 325 
and recording device interface have access to all of the data necessary to tag, record and reproduce 
a given audio selection. When a purchased and decrypted audio selection is chosen by the user, the 
receiver will play the selection at a CD-quality level using the PAC audio decoder 326, D/A 331, 
filter 332 and speaker 334. 

FIG. 6 illustrates the manner in which a particular recorded audio selection 400 may be 
purchased by a user over a computer network such as the Internet. As previously noted, audio 
selections that were chosen by the user to be recorded in the non-volatile storage device may be 
converted to full CD-quality audio, e.g., by purchasing the decryption key over the Internet and 
running an appropriate conversion program. The user is assumed to be equipped with a computer, 
PDA or other suitable information processing device which includes an Internet browser 402 for 
interfacing to an electronic-commerce (e-commerce) web site. The information processing device 
may be configured to run the above-noted conversion program. The web site includes an e- 
commerce interface 403 for permitting the user to purchase the decryption key for a given recorded 
audio selection. The conversion program may also be downloaded to the information processing 
device from the e-commerce web site via the interface 403, e.g., as part of a first purchase, or is 
otherwise purchased or obtained by the user. Such a program or portions thereof could also be 
incorporated into the receiver. 

The conversion program interacts with the recording device 328 of receiver 300 to access the 
recorded selection 400. The encrypted bitstreams are then subject to a decryption operation 404 and 
a multi-stream to single-stream PAC data conversion operation 405. The decryption operation 404 
is carried out in the decryption device 325 of receiver 300, using the decryption key purchased by 
the user over the Internet. The decryption operation 404 could alternatively be carried out in whole 
or in part in the above-noted information processing device. The decrypted bitstreams are processed 
in the conversion operation 405 using the PAC audio decoder 326. 

The e-commerce interface 403 and the corresponding decryption key supplied therethrough 
may be provided to the user via a connection established over a network 406 with a server 407 in 
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a well-known conventional manner, e.g., using transmission control protocol/Internet protocol 
(TCP/IP) techniques. 

The resulting CD-quality audio selection can be processed using any of a number of different 
options 408, such as, e.g., recording or otherwise storing the CD-quality audio selection in 
uncompressed or PAC-compressed form on a recordable CD, hard disk or other non- volatile storage 
medium. 

A more detailed example of the processing operations illustrated in FIG. 6 is as follows. 
Assume that the user has chosen several audio selections and wishes to purchase them. The 
selections are stored on a non-volatile storage cartridge, a ZIP disk or flash memory card, with 
several additional selections that will not be purchased. The user logs onto the Internet using a 
personal computer and selects the appropriate e-commerce web site for the purchase. The user 
inserts the cartridge into an adapter appropriate to the cartridge type, e.g., a ZIP drive or flash 
memory card slot on the personal computer, and the web site automatically scans the cartridge for 
contents. 

The web site presents the user with a list of the selections available in the cartridge. The user 
chooses the desired selections and enters appropriate credit card information. When the credit is 
approved, the web site downloads the decryption key for each chosen selection and stores it in both 
on the cartridge and on hard drive of the personal computer. This reduces the chance that a 
particular decryption key will be lost or corrupted when the audio is decompressed and converted 
to a different format. The keys may be configured such that they are valid only for a limited period 
of time, using known techniques. 

The web site uses the information linked to the selection to identify it by artist, author, 
publisher, radio station source, date and time, and to determine the appropriate key. This 
information may also be used to distribute appropriate payments to the copyright owners and radio 
stations, and can also be used to determine demographic information such as statistics for the 
selections, user listening habits, etc. 

After the key for a given selection is downloaded, the web site checks and verifies that the 
selections are complete and without errors. It may use the auxiliary information recorded with the 
selection to verify that the complete selection is available without errors once it is unlocked. If the 
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selection is not verified as error-free, then the web site may notify the user of the flaws and gives the 
user the option to download a complete compressed file instead of decrypting the selection on the 
storage device. If the user chooses not to download the compressed file, the web site will credit the 
account and the selection will not be purchased. The usual scenario will be to download the keys, 
verify the selections and allow the user to continue with other things and not have to wait for any 
files to download. This is a significant advantage to conventional Internet-based download of 
musical selections, e.g., via MP3. 

The decrypting and conversion operations on the audio selections may be done in the 
background or off-line. The user is given choices as to how the music is to be stored after the 
processing is completed. Typical choices in the present example would be, e.g., leave the selection 
compressed in single-stream PAC format and store it on the personal computer hard drive, cartridge 
or other storage device, or decompress the selection and store it on the personal computer hard drive 
or record it as a CD-quality track on a recordable CD. In any case, the user is provided with a single 
CD-quality copy of the selection. The selection may be played back through the receiver 300, or 
using another suitable playback device. 

FIG. 7 illustrates examples of the manner in which a given recorded audio selection may be 
played back. A given recorded encrypted selection 420 may be played back for a designated period 
of time, e.g., 30 days, at a reduced quality level prior to purchase. This allows the user ample time 
to decide whether to purchase the recorded or discard it. The recorded encrypted selection may be 
read in operation 424, which discards the encrypted streams and checks the corresponding expiration 
date. The selection is then applied to a single-stream PAC decoder 430 for playback through an 
audio output system 430 at, e.g., an FM-quality level. 

The single-stream PAC decoder 430 may represent, e.g., a portion of the PAC audio decoder 
326 of FIG. 5 or a PAC decoder of a separate playback device, and the audio output system 432 may 
represent, e.g., elements 33 1 , 332 and 334 of FIG. 5. The single-stream PAC decoder 430 could also 
be replaced with a multi-stream PAC decoder. Once the selection is purchased, it may be recorded 
as a single-stream CD-quality selection 434, as previously described, and then played back through 
the PAC decoder 430 and audio output system 432. 
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Alternative embodiments of the invention could provide a user with the decryption key using 
techniques other than those described above. For example, the decryption key may be sent by the 
transmitter to the receiver as part of the original transmitted signal, e.g., as part of an auxiliary or 
ancillary data channel. Alternatively, the decryption key may be supplied by a physical device that 
plugs into the receiver. The implementation details of such decryption arrangements are well 
understood in the art, and therefore not described in detail herein. In such arrangements, although 
a given user may be permitted to listen to CD-quality audio using the transmitted decryption key, 
such a user may be, e.g., prevented from recording the CD-quality audio until it is purchased and the 
receiver is provided with information indicating that the purchase is complete. 

It should be noted that the above-described embodiments of the invention are illustrative 
only. For example, the invention can be used with other types of information, e.g., video or image 
information, data, etc., and with other types of communication systems, such as satellite based 
systems, Internet-based broadcasting systems, cable networks, etc. For example, although the 
quality available from a conventional AM-EBOC system is generally not sufficient for delivering 
CD-quality audio, such a system may utilize the techniques of the invention to deliver other types 
of information. In addition, the invention may be used with any desired type of encryption and 
decryption process. Furthermore, a variety of different electronic commerce techniques and 
configurations may be used allow users to purchase access to information previously downloaded 
via radio broadcast channel or other communication medium in accordance with the invention. 
These and numerous other alternative embodiments and implementations within the scope of the 
following claims will be apparent to those skilled in the art. 



15 



W.M. Norr 1 

Claims 

What is claimed is: 

L A method of delivering information, the method comprising the step of: 

delivering at least a portion of the information to a receiver in an at least partially- 
encrypted format using multiple bitstreams of a digital communication system, such that access to 
the information is provided at a first quality level 

2. The method of claim 1 wherein access to the information is provided at the first quality 
level without decrypting the information in the at least partially-encrypted format. 

3. The method of claim 1 further including the step of providing a key for decrypting the 
information in the at least partially-encrypted format, such that when the information is decrypted, 
access to the information is provided at a second quality level higher than the first quality level. 

4. The method of claim 3 wherein the key for decrypting the information in the at least 
partially-encrypted format is supplied over a network connection established with a server. 

5. The method of claim 1 wherein the multiple bitstreams correspond to subbands of at least 
first and second digital sidebands of a host carrier signal in an in-band on-channel (IBOC) digital 
audio broadcasting system. 

6. The method of claim 5 wherein the host carrier signal is an analog FM host signal. 

7. The method of claim 1 wherein the information delivered to the receiver comprises audio 
information. 

8. The method of claim 7 wherein the audio information comprises a particular music 
selection. 
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9. The method of claim 7 wherein the first quality level of the audio information corresponds 
to an FM-quality level, and a second quality level of the audio information corresponds to a CD- 
quality level. 

10. The method of claim 1 wherein at least a subset of the multiple bitstreams are 
unencrypted, and the information at the first quality level is generated using only the unencrypted 
bitstreams. 

1 1 . The method of claim 1 further including the step of storing the information in the at least 
partially-encrypted format in a storage device accessible to the receiver. 

12. The method of claim 1 1 wherein the storage device comprises at least one of a disk, a 
memory card and a cartridge 

13. The method of claim 1 1 wherein the storage device is associated with an information 
processing device which establishes a network connection with a server. 

14. The method of claim 1 1 wherein the storage device is adaptable for insertion into (i) a 
corresponding receptacle of the receiver, and (ii) a corresponding receptacle of an information 
processing device which establishes a network connection with a server for obtaining a decryption 
key for decrypting the information in the at least partially-encrypted format. 

15. An apparatus for delivering information, comprising: 

a transmitter operative to a transmit at least a portion of the information to a receiver 
in an at least partially-encrypted format using multiple bitstreams of a digital communication system, 
such that access to the information is provided at a first quality level. 

16. The apparatus of claim 15 wherein access to the information is provided at the first 
quality level without decrypting the information in the at least partially-encrypted format. 
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17. The apparatus of claim 15 wherein a key is provided for decrypting the information in 
the at least partially-encrypted format, such that when the information is decrypted, access to the 
information is provided at a second quality level higher than the first quality level. 

18. The apparatus of claim 17 wherein the key for decrypting the at least partially-encrypted 
format is supplied over a network connection established with a server. 

19. The apparatus of claim 15 wherein the multiple bitstreams correspond to subbands of 
at least first and second digital sidebands of a host carrier signal in an in-band on-channel (IBOC) 
digital audio broadcasting system. 

20. The apparatus of claim 19 wherein the host carrier signal is an analog FM host signal. 

21. The apparatus of claim 15 wherein the information delivered to the receiver comprises 
audio information. 

22. The apparatus of claim 21 wherein the audio information comprises a particular music 
selection. 

23. The apparatus of claim 21 wherein the first quality level of the audio information 
corresponds to an FM-quality level, and a second quality level of the audio information corresponds 
to a CD-quality level. 

24. The apparatus of claim 15 wherein at least a subset of the multiple bitstreams are 
unencrypted, and the information at the first quality level is generated using only the unencrypted 
bitstreams. 

25. The apparatus of claim 15 wherein the information in the at least partially-encrypted 
format is stored in a storage device accessible to the receiver. 
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26. The apparatus of claim 25 wherein the storage device comprises at least one of a disk, 
a memory card and a cartridge 

27. The apparatus of claim 25 wherein the storage device is associated with an information 
processing device which establishes a network connection with a server. 

28. The apparatus of claim 25 wherein the storage device is adaptable for insertion into (i) 
a corresponding receptacle of the receiver, and (ii) a corresponding receptacle of an information 
processing device which establishes a network connection with a server for obtaining a decryption 
key for decrypting the information in the at least partially-encrypted format. 

29. A method of receiving information, the method comprising the steps of: 

receiving at least a portion of the information from a transmitter in an at least 
partially-encrypted format using multiple bitstreams of a digital communication system, such that 
access to the information is provided at a first quality level. 

30. The method of claim 29 wherein access to the information is provided at the first quality 
level without decrypting the information in the at least partially-encrypted format, the method 
further including the step of providing a key for decrypting the information in the at least partially- 
encrypted format, such that when the information is decrypted, access to the information is provided 
at a second quality level higher than the first quality level. 

3 1. An apparatus for receiving information, comprising: 

a receiver operative to receive at least a portion of the information from a transmitter 
in an at least partially-encrypted format using multiple bitstreams of a digital communication system, 
such that access to the information is provided at a first quality level. 

32. The apparatus of claim 31 wherein access to the information is provided at the first 
quality level without decrypting the information in the at least partially-encrypted format, and further 
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wherein a key is provided for decrypting the information in the at least partially-encrypted format, 
such that when the information is decrypted, access to the information is provided at a second quality 
level higher than the first quality level. 

33. A method of delivering information, the method comprising the step of: 

delivering at least a portion of the information to a receiver, using at least first and 
second bitstreams of a digital communication system, wherein the first bitstream is encrypted and 
the second bitstream is unencrypted, such that access to the information is provided at a first quality 
level. 

34. An apparatus for delivering information, comprising: 

a transmitter operative to a transmit at least a portion of the information to a receiver, 
using at least first and second bitstreams of a digital communication system, wherein the first 
bitstream is encrypted and the second bitstream is unencrypted, such that access to the information 
is provided at a first quality level. 

35. A method of delivering information, the method comprising the steps of: 

delivering at least a portion of the information to a receiver in an at least partially- 
encrypted format using multiple bitstreams of a digital communication system, such that access to 
the information is provided at a first quality level without decrypting the information in the at least 
partially-encrypted format; and 

providing via an electronic commerce system a key for decrypting the information 
in the at least partially-encrypted format, such that when the information is decrypted, access to the 
information is provided at a second quality level higher than the first quality level. 

36. The method of claim 35 wherein the electronic commerce system comprises a web site 
from which the key is downloaded to an information processing device. 
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37. An apparatus for delivering information, comprising: 

a transmitter operative to a transmit at least a portion of the information to a receiver 
in an at least partially-encrypted format using multiple bitstreams of a digital communication system, 
such that access to the information is provided at a first quality level without decrypting the 
information in the at least partially-encrypted format, and wherein a key for decrypting the 
information in the at least partially-encrypted format is provided via an electronic commerce system, 
such that when the information is decrypted, access to the information is provided at a second quality 
level higher than the first quality level. 

38. The apparatus of claim 37 wherein the electronic commerce system comprises a web site 
from which the key is downloaded to an information processing device. 
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Abstract 

Audio or other information is delivered to a user via a multi-stream digital broadcasting 
system in a partially-encrypted form. The information is encoded and separated into multiple 
bitstreams, at least a subset of which are left unencrypted. Both the encrypted and unencrypted 
bitstreams are received and stored by the user. A user is able, for at least a limited period of time, 
to access the information at a first quality level, e.g., an FM-quality level for audio information, 
without having the corresponding decryption key, by utilizing only the unencrypted bitstreams. The 
user can then access an electronic-commerce web site to purchase the decryption key. The key may 
be downloaded from the site to an information processing device of the user, and may be utilized to 
decrypt the partially-encrypted format, such that the user is provided with access to the information 
at a second quality level higher than the first quality level, e.g., a CD-quality level for audio 
information. The multiple bitstreams may correspond, e.g., to subbands of at least first and second 
digital sidebands of a host carrier signal in an FM in-band on-channel (FM-IBOC) digital audio 
broadcasting system. 
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IN THE UNITED STATES 
PATENT AND TRADEMARK OFFICE 

Declaration and Power of Attorney 

As the below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below next to my name. 

I believe I am the original, first and sole inventor of the subject matter which is claimed 
and for which a patent is sought on the invention entitled INFORMATION DELIVERY IN A 
MULTI-STREAM DIGITAL BROADCASTING SYSTEM the specification of which is 
attached hereto. 

I hereby state that I have reviewed and understand the contents of the above identified 
specification, including the claims, as amended by an amendment, if any, specifically referred to 
in this oath or declaration. 

I acknowledge the duty to disclose all information known to me which is material to 
patentability as defined in Title 37, Code of Federal Regulations, 1.56. 

I hereby claim foreign priority benefits under Title 35, United States Code, 1 19 of any 
foreign application(s) for patent or inventor's certificate listed below and have also identified 
below any foreign application for patent or inventor's certificate having a filing date before that 
of the application on which priority is claimed: 

None 

I hereby claim the benefit under Title 35, United States Code, 120 of any United States 
application(s) listed below and, insofar as the subject matter of each of the claims of this 
application is not disclosed in the prior United States application in the manner provided by the 
first paragraph of Title 35, United States Code, 112, I acknowledge the duty to disclose all 
information known to me to be material to patentability as defined in Title 37, Code of Federal 
Regulations, 1.56 which became available between the filing date of the prior application and the 
national or PCT international filing date of this application: 

None 

I hereby declare that all statements made herein of my own knowledge are true and that 
all statements made on information and belief are believed to be true; and further that these 
statements were made with the knowledge that willful false statements and the like so made are 
punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States 
Code and that such willful false statements may jeopardize the validity of the application or any 
patent issued thereon. 
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I hereby appoint the following attorneys with full power of substitution and revocation, 
to prosecute said application, to make alterations and amendments therein, to receive the patent, 
and to transact all business in the Patent and Trademark Office connected therewith: 



Lester H. Birnbaum 
Richard J. Botos 
Jeffery J. Brosemer 
Kenneth M. Brown 
Craig J. Cox 
Donald P. Dinella 
Guy Eriksen 
Martin I. Finston 
James H. Fox 
William S. Francos 
Barry H. Freedman 
Julio A. Garceran 
Mony R. Ghose 
Jimmy Goo 
Anthony Grillo 
Stephen M. Gurey 
John M. Harman 
Michael B. Johannesen 
Mark A. Kurisko 
Irena Lager 

Christopher N. Malvone 
Scott W. McLellan 
Martin G. Meder 
John C. Moran 
Michael A. Morra 
Gregory J. Murgia 
Claude R. Narcisse 
Joseph J. Opalach 
Neil R. Ormos 
Eugen E. Pacher 
Jack R. Penrod 
Daniel J. Piotrowski 
Gregory C. Ranieri 
Scott J. Rittman 
Eugene J. Rosenthal 
Bruce S. Schneider 
Ronald D. Slusky 
David L. Smith 
Patricia A. Verlangieri 



(Reg. No. 25830) 
(Reg. No. 32016) 
(Reg. No. 36096) 
(Reg. No. 37590) 
(Reg. No. 39643) 
(Reg. No. 39961) 
(Reg. No. 41736) 
(Reg. No. 31613) 
(Reg. No. 29379) 
(Reg. No. 38456) 
(Reg. No. 26166) 
(Reg. No. 37138) 
(Reg. No. 38159) 
(Reg. No. 36528) 
(Reg. No. 36535) 
(Reg. No. 27336) 
(Reg. No. 38173) 
(Reg. No. 35557) 
(Reg. No. 38944) 
(Reg. No. 39260) 
(Reg. No. 34866) 
(Reg. No. 30776) 
(Reg. No. 34674) 
(Reg. No. 30782) 
(Reg. No. 28975) 
(Reg. No. 41209) 
(Reg. No. 38979) 
(Reg. No. 36229) 
(Reg. No. 35309) 
(Reg. No. 29964) 
(Reg. No. 31864) 
(Reg. No. 42079) 
(Reg. No. 29695) 
(Reg. No. 39010) 
(Reg. No. 36658) 
(Reg. No. 27949) 
(Reg. No. 26585) 
(Reg. No. 30592) 
(Reg. No. 42201) 
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John P. Veschi 
David Volejnicek 
Charles L. Warren 
Jeffrey M. Weinick 
Eli Weiss 



(Reg. No. 39058) 
(Reg. No. 29355) 
(Reg. No. 27407) 
(Reg. No. 36304) 
(Reg. No. 17765) 



I hereby appoint the attorney(s) on ATTACHMENT A as associate attorney(s) in the 
aforementioned application, with full power solely to prosecute said application, to make 
alterations and amendments therein, to receive the patent, and to transact all business in the Patent 
and Trademark Office connected with the prosecution of said application. No other powers are 
granted to such associate attorney(s) and such associate attorney(s) are specifically denied any 
power of substitution or revocation. 



Full name of sole inventor: William M. Non- 





Inventor's signature s^7> Afa^-^ Date 7 /^f /f] 

Residence: Flemington, Hunterdon County, New Jersey 

Citizenship: United States of America 

Post Office Address: 37 Sergeantsville Road 

Flemington, New Jersey 08822 
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Attorney Name(s): Joseph B. Ryan Reg. No. 37922 
Kevin M. Mason Reg. No. 36597 
William E. Lewis Reg. No. 39274 



Telephone calls should be made to Joseph B. Ryan of Ryan & Mason, L.L.P. at: 

Phone No.: (516)759-7517 
Fax No.: (516)759-9512 

All written communications are to be addressed to: 

Ryan & Mason, L.L.P. 

90 Forest Avenue 

Locust Valley, New York 11560 



